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Overview

The MetaCarta GTS appliance indexes documents and allows users to search
these documents based on both keywords and geographic references. The pro-
cess of supplying the documents to the GTS appliance for indexing is called inges-
tion. MetaCarta provides tools like the Share Crawler for ingesting documents. If
these tools do not apply, you can write your own tools to ingest documents directly
using this API. This guide defines the API’s interface for document ingestion.

Concepts

Ingestion

Ingestion of a single document begins when the document is available for transfer
to the appliance, and ends when the appliance acknowledges receipt of the docu-
ment or returns an error. The acknowledgement does not mean that the document
is yet searchable or that it contained any geographic content. Documents without
geographic content are not indexed and thus not searchable by end users. The
GTS appliance cannot determine a document will be searchable at the time of in-
gestion. Therefore, the acknowledgment should be considered only confirmation
that the document has been properly received and will be further processed.

Document Identification and Re-Ingestion

Within GTS, documents are identified by unique URIs; the URI will be provided
as the contact link for its document in the Web Search Interface. If there is no
browser-based interface to the document, the URI for every document must still be
unique.

If two documents are ingested with the same URI, the GTS appliance considers
them the same document and the document ingested last will replace the previ-
ously ingested document. This process is called reingestion or updating, and can
be used to make sure the GTS appliance contains the latest version of a document.
When documents in the source repository change, they should be reingested to
keep the GTS appliance up to date. The entire document must be reingested. The
GTS appliance does not accept deltas.

Note: This replacement includes metadata; if a file is ingested as part of “Collec-
tion1” and then is later ingested as part of “Collection2,” it will only show up
in search results as part of Collection2. For more information on collection
names and other metadata, please keep reading.

Document Size

The GTS appliance will accept files of any size. However, only the first 50MB of
text in the document is indexed. You must still ingest the entire file as the 50MB
limit is enforced after conversion to text. Thus, a 500MB PDF file that contains only
100K of text will be entirely indexed; but a 500MB text file will only have its first
50MB indexed.
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Note: Your site administrator may have configured a maximum document size;
please see page 15.

Appliance Capacity

There is currently no method to programmatically determine if there is enough
space on the Appliance to ingest a document. If the appliance is out of space it will
return an error instead of an acknowledgment on any attempt to ingest a document.
For more information of managing the space available on the GTS appliance, see
the GTS Administrator’s Guide.

Metadata

Each document may have associated metadata. In this context, metadata is specif-
ically referring to a named value. The metadata is carried along with the document
throughout the system. Heavy usage of metadata will result in extra space usage
on the GTS appliance. The maximum size of any metadata field is 250 characters
for the metadata name and value fields combined.

Starting with MetaCarta GTS version 3.5, you can now have more than one value
for a given metadata field.

Collection Name Metadata

The GTS Web Search interface allows users to choose a specific collection of
documents to limit their searches. For example, a site may have documents from
multiple publications; if the different publications have different collection name
metadata, a user can limit her search to only one publication. The Ingestion API
allows attaching this collection name metadata to documents.

You should not attach more than one piece of collection name metadata to the
same document. If you do so, the document will be deleted if any of the named
collections to which it belongs is deleted, and the document will not show up prop-
erly if a user searches in multiple collections at the same time.

Note: Collection Name metadata is passed to the appliance as standard meta-
data, but is handled specially by the GTS appliance.

Deletion

When documents have been ingested that need to be removed from the GTS ap-
pliance, you can delete them by URI through this API. This deletion occurs one
document at a time. In addition, documents which have the same collection name
metadata can be deleted as a group. The space used by deleted documents is
not immediately available for more documents; there is a delay before the space
is freed. However, the documents will immediately stop being returned in search
results.
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Document Templates

Each document may be provided with a document template which will limit which
section of the document is indexed. The document template is defined in XML. For
more information on document templates, see the Document Templates Adminis-
trator’s Guide.

Access Control Lists (ACLs)

Each document may be provided with an Access Control List (ACL) that is used
to limit which end-users will be shown which documents in their searches. To use
ACLs, the GTS appliance must be configured to authenticate users. If the GTS is
not configured to authenticate users, the inclusion of document ACLs will prevent
all ACLed documents from being returned in users’ searches.

Base64 encoding

When binary data needs to be transferred over text-only channels, there is a
method called base64 encoding which will encode the data in such a way that
no binary data need be transmitted. Base64 encoding is defined in RFC 2045
(http://www.ietf.org/rfc/rfc2045.txt ) Base64 encoding is only neces-
sary for ingestion if document templates or ACLs are needed.

HTTP

The Ingestion API for the GTS appliance is based on the HTTP protocol as de-
fined in RFC 2616 (http://www.ietf.org/rfcs/rfc2616.txt ) Both HTTP
1.0 and 1.1 connections are supported.

Streaming

When transferring large documents to the GTS appliance, it is important that nei-
ther the server or client be required to hold the entire document in memory. The
reading and transfer of a document in smaller chunks is called streaming. The
GTS Ingestion API supports this feature and will accept files of any size without
undue memory usage.

Note: Streaming is different from HTTP chunked encoding.

Simultaneous Transfer

To maximize resource usage, the GTS Ingestion API will accept more than one
document at a time. Currently, it will accept up to 10 documents simultaneously.
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Authentication

The Ingestion API requires an authenticated connection. The authentication used
is HTTP Basic Auth as defined in RFC 2617 (http://www.ietf.org/rfcs/
rfc2617.txt ). The authentication channel is not considered secure unless you
encrypt using SSL. For more information on creating a user for the Ingestion API
and enabling SSL, see the “Basic Authentication” and “Secure Sockets Layer” sec-
tions of the GTS Administrator’s Guide.

Authorization

Any user created for authentication to the Ingestion API is implicitly authorized
to upload and delete documents, and has full access to the API. API users are
explicitly trusted to provide accurate ACLs on documents they provide for ingestion.

Interface Definition

Status

The basic method of invocation is an HTTP POST request. The URL to use in the
request is:

http:// 〈GTS-Appliance〉/services/HTTPIngest?STATUS

unless SSL is enabled, in which case the URL would be:

https:// 〈GTS-Appliance〉/services/HTTPIngest?STATUS

If the HTTP Ingestion server is functioning properly, it will simply return “OK.” Oth-
erwise, please see the Troubleshooting section on page 14.

Request Header: MetaCarta-Verbose-Response

This header is optional and may contain any data; the data is discarded. If this
header is present, after reporting the status of the Ingestion interface, the appliance
will also respond with two values, as follows:

STOPPED=False
MaxContentLength=None

If ingestion has been stopped, the STOPPEDvariable will instead be set to True; if
there is a maximum content length set by the administrator of the appliance, it will
be displayed here. This status invocation may display more information in future
releases; any new information will be displayed in the same name=value format.
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Ingestion

The basic method of invocation is an HTTP POST request. The URL to use in the
request is:

http:// 〈GTS-Appliance〉/services/HTTPIngest

unless SSL is enabled, in which case the URL would be:

https:// 〈GTS-Appliance〉/services/HTTPIngest

The document to be ingested is the payload of the HTTP POST request and any
parameters regarding the document, such as metadata, ACLs, or the document’s
URI, are sent as HTTP Request headers. The following headers are available:

Request Header: Document-URI (required)

This header is required and contains the URI used to uniquely identify documents
within the GTS appliance. This header must occur only once.

The provided URI must be valid according to RFC 2396 (http://www.ietf.
org/rfc/rfc2396.txt ). In particular, all special characters must be correctly
escaped. See section 2 in the above RFC.

When the GTS user wishes to see an original document, the user will click on this
URI in their web browser. The GTS GUI assumes that clicking on this URI from
a web browser will present the user with the original document. In some cases,
this will not work. If so, the appliance administrator should enable the cached
link as described in the MetaCarta Appliance Administration Guide to make these
documents available to search users.)

Request Header: Content-Length (required)

This header is required and contains the length in bytes of the POST data for this
request. This length is identical to the size of the document to be ingested. Most
HTTP libraries will automatically set this header. This header must occur only
once.

Request Header: Document-Metadata (optional)

This is an optional header whose value is a name and value pair representing a
single piece of metadata attached to the ingested document. The format for the
value of this header is:

name=value

A metadata name may not contain the equals sign (=), leading or trailing whites-
pace, or the null character; its value may not contain leading or trailing whitespace,
or the null character. Commas and backslashes must be escaped with a backslash
(\, or \\ ).

This header may occur multiple times to set multiple metadata values. To set mul-
tiple values for a single metadata name, use multiple headers. To set a collection
name, use the name “collection name” in this header. We strongly recommend
you do not set multiple collection names (see page 4).
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Request Header: Document-ACL (optional)

This header is optional and contains a base64 encoded XML document which
describes the Access Control List for the ingested document. This header must
occur only once. The format of the XML and the semantics of the ACLs are defined
in the “Building Collections with ACLs” section of the GTS Administrator’s Guide.

Request Header: Document-Template (optional)

This header is optional and contains a base64 encoded XML document which
describes the template to apply to the ingested document. For more information
on document templates, including the format and semantics of the XML document,
see the Document Templates Administrator’s Guide. This header must occur only
once.

Response

On success, the request will result in a 200 HTTP response with an HTTP payload
containing the string OK. On error, an HTTP 400 code is returned and the payload
will contain the string ERROR, followed by details on what went wrong. If there is a
problem with the GTS appliance, an HTTP 500 code is returned.

Deletion

The basic method of invocation is an HTTP POST request with no content, or an
HTTP GET request. The URL to use in the request is:

http:// 〈GTS-Appliance〉/services/HTTPIngest?DELETE

unless SSL is enabled, in which case the appropriate URL is:

https:// 〈GTS-Appliance〉/services/HTTPIngest?DELETE

The document to be deleted is passed in the Document-URI header. This is the
only header required and considered. Only one document may be deleted in each
request.

Request Header: Document-URI (required)

This header is required and contains the URI used to uniquely identify documents
with the GTS appliance. It is equivalent to the header of the same name used
during the ingestion request as defined on page 7. This header must occur only
once.

Response

On success, the request will result in a 200 HTTP response with an HTTP payload
containing the string OK. On error, an HTTP 400 code is returned and the payload
will contain the string ERROR, followed by details on what went wrong. If there is a
problem with the GTS appliance, an HTTP 500 code is returned.
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Collection Deletion

The basic method of invocation is an HTTP POST request with no content, or an
HTTP GET request. The URL to use in the request is:

http:// 〈GTS-Appliance〉/services/HTTPIngest?DELETE COLLECTION

unless SSL is enabled, in which case the appropriate URL is:

https:// 〈GTS-Appliance〉/services/HTTPIngest?DELETE COLLECTION

The collection to be deleted is passed in the Collection-Name header. This is the
only header required and considered. All documents that were ingested with this
value in the collection name metadata field will be deleted.

Request Header: Collection-Name (required)

This header is required and contains the collection used to identify a group of
documents on the GTS appliance. It references the collection name field which
is set in the optional Document-Metadata header during the ingestion request as
defined on page 7. This header must occur only once.

Response

On success, the request will result in a 200 HTTP response with an HTTP payload
containing the string OK. On error, an HTTP 400 code is returned and the payload
will contain the string ERROR, followed by details on what went wrong. If there is a
problem with the GTS appliance, an HTTP 500 code is returned.

Examples

GTS Name and Authentication for All Examples

All of the following examples assume that HTTP Basic Auth has been configured for
a user named fred with a password of ginger . For more information on creating
a basic auth user for use with the Ingestion API, see the “Basic Authentication”
section of the GTS Administrator’s Guide.

All of the examples assume the GTS appliance is named gts .

curl

curl is a command line utility available for both Linux and Windows from http:
//curl.haxx.se . Since curl is an HTTP client and can set custom headers,
you can use it to ingest and delete documents. For example, to ingest the contents
of the file foo.txt as file://somewhere/network/accessible/foo.txt
run the following command:
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Note: The following commands should each be on one line; they are line-wrapped
in this example for your convenience. To enter them on one line, remove the
backslashes.

curl -HDocument-URI:file://somewhere/network/accessible/foo.txt \
-HDocument-Metadata:collection name="Name Of Collection" \
-d@foo.txt http://fred:ginger@gts/services/HTTPIngest

To delete that document file run the command:

curl -HDocument-URI:file://somewhere/network/accessible/foo.txt \
http://fred:ginger@gts/services/HTTPIngest?DELETE

Python

Python has HTTP and base64 libraries included in the base distribution. The code
below will ingest the string “MetaCarta is located in Cambridge, MA” as a document
with URI urn:100234 (this URI is not a URL, but is still valid for ingestion) and an
ACL as defined in the code. The code then deletes the same document.

Note: The ACL is base64 encoded XML.

#!/usr/bin/python

import urllib
import base64

# Constants for each header name
HDRDOCUMENTURI = ’Document-URI’
HDRDOCUMENTMETADATA = ’Document-Metadata’
HDRDOCUMENTTEMPLATE = ’Document-Template’
HDRDOCUMENTACL = ’Document-ACL’

document = "MetaCarta is located in Cambridge, MA"
acl = """ <document-acl >

<acl scope="file" ><allow >S-1-1-0 </allow ></acl >
</document-acl >"""

gts = ’http://fred:ginger@gts/services/HTTPIngest’

# Create a URL opener and set the headers
uo = urllib.URLopener()
uo.addheader(HDR DOCUMENTURI, ’urn:100234’ )
#NOTE: newlines must be removed from the base64 output
acl = base64.encodestring( acl ).replace( ’ \n’,’’)
uo.addheader(HDR DOCUMENTACL, acl )

# Connect and make the request
try:

conn = uo.open( gts, data=document )

# Read and print the response
print conn.read()
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# Now Delete in a similar fashion
uo = urllib.URLopener()
uo.addheader(HDR DOCUMENTURI, ’urn:100234’ )
conn = uo.open( gts + ’?DELETE’ )
print conn.read()

except IOError, e:
# Catch and print any HTTP Errors
print e
print str(e[3])
# Print the local traceback
raise

This file is also available in plain-text form as HTTPIngestion.py in the HTTP
Ingestion Examples archive. For information on accessing files in this archive,
please see page 14.

Please contact MetaCarta Support at 〈support@metacarta.com 〉 for more help
with ingestion using this language.

Java

Java has the java.net.URLConnection class, which can be used to send files
to the appliance via HTTP. Alternately, here is sample code that uses Apache
classes to talk to the Ingestion API:

import java.io.File;
import java.io.FileInputStream;
import java.net.URL;

import org.apache.commons.httpclient.Header;
import org.apache.commons.httpclient.HttpClient;
import org.apache.commons.httpclient.HttpStatus;
import org.apache.commons.httpclient.UsernamePasswordCredentials;
import org.apache.commons.httpclient.auth.AuthScope;
import org.apache.commons.httpclient.methods.InputStreamRequestEntity;
import org.apache.commons.httpclient.methods.PostMethod;

/**
* Example of how to use HTTPIngest API via Java.
*
* @author Geoffry Meek
*/

public class HttpIngestSample {

public static void main(String[] args) throws Exception {
if ((args.length != 5) && (args.length!= 3)) {

System.out.println("Usage: HttpIngest file uri ingest_url [username \
password]");

System.out.println("<file> - full path to a file to be posted");
System.out.println("<uri> - Document-URI used to uniquely identify \

the document in the GTS");
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System.out.println("<ingest_url> - URL pointing to the HTTPIngest \
service");

System.out.println("<username> - HTTPIngest basic auth username");
System.out.println("<password> - HTTPIngest basic auth password");
System.exit(1);

}

/* create new HttpClient */
HttpClient client = new HttpClient();

/* use the POST HTTP method (GET should work as well) */
PostMethod httppost = new PostMethod(args[2]);

/* check to see if we should send Basic Auth credentials */
try {
if (args[3]!=null) {

URL url = new URL(args[2]);

client.getState().setCredentials(
new AuthScope(url.getHost(), url.getPort()),
new UsernamePasswordCredentials(args[3], args[4])

);

httppost.setDoAuthentication(true);
client.getState().setAuthenticationPreemptive(true);

}
} catch (ArrayIndexOutOfBoundsException e) {

/* ignore this */
}

/* the Document-URI header is the unique identifier in the GTS for \
a given document.

* The HTTPIngest service requires that it be set.
*/

httppost.setRequestHeader(new Header("Document-URI", args[1]));

/* create a new file, and set it as the request entity */
File file = new File(args[0]);
httppost.setRequestEntity(new InputStreamRequestEntity(

new FileInputStream(file), file.length()));

try {
client.executeMethod(httppost);

if (httppost.getStatusCode() == HttpStatus.SC_OK) {
System.out.println(httppost.getStatusCode());

} else {
System.out.println("Unexpected failure: " + \

httppost.getStatusLine().toString());
}

} finally {
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httppost.releaseConnection();
}

}
}

This file is also available in plain-text form as HTTPIngestion.java in the HTTP
Ingestion Examples archive. For information on accessing files in this archive,
please see page 14.

Please contact MetaCarta Support at 〈support@metacarta.com 〉 for more help
with ingestion using this language.

C/C++

Using C/C++, you have access to the library version of curl (see page 9).

Since the HTTP protocol is so simple, and only basic requests and responses must
be made, developing directly against the operating system’s sockets API is also an
option.

Please contact MetaCarta Support at 〈support@metacarta.com 〉 for more help
with ingestion using this language.

C#/VB.NET (.NET)

The .NET platform provides the System.Net.HttpWebRequest class, which
can be used for ingestion.

Please contact MetaCarta Support at 〈support@metacarta.com 〉 for help with
ingestion using this language.

JavaScript

Ingestion can be performed in JavaScript using the XMLHTTPRequest object which
is available in most modern browsers. However, browser security compartmenting
and sandboxing may make this difficult to actually use.

Please contact MetaCarta Support at 〈support@metacarta.com 〉 for help with
ingestion using this language.

Visual Basic

From Visual Basic, using the WININET.DLL/WINHTTP.DLL interfaces or a related
ActiveX control are recommended.

Please contact MetaCarta Support at 〈support@metacarta.com 〉 for help with
ingestion using this language.
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Extracting the Examples Archive

To extract the examples archive, in the new directory HTTPIngestionExtras , to
the current working directory, simply run the following command:

metacarta:˜$ tar -xvzf /usr/share/doc/metacarta/HTTPIngestionExtras.tgz

You may find it convenient to just extract the entire archive into the /usr/share/
doc/metacarta/ directory. This will allow you to access all of the attached files
at any time without having to expand them, but does take up additional disk space
on the appliance. To do this, run

metacarta:˜$ cd /usr/share/doc/metacarta

before running the command above.

Troubleshooting

Server responds with ERROR ’...header required but not present’

Usually means a misspelled header. You might not be correctly passing the head-
ers. Headers are case-sensitive, so “metadata” and “Metadata” are not the same
thing.

Server responds with ERROR ’...must be in the form name=value, not:...

When using the Document-Metadata header, this response means that the value
of the header is incorrectly formatted.

Server responds with ’Your browser sent a request that this server could not
understand.’ / ’Size of a request header field exceeds server limit.’

The GTS appliance will only accept HTTP header lines of 32K or less in size.
Sending header lines of larger size will result in the above error message. Most
HTTP client libraries will automatically split up longer headers into separate header
lines. However, if the library used does not do this automatically, the headers can
be broken up into lines of 32K or less ending in a comma so the server will be
able to build a single header out of the multiple header lines. The base64 encoded
Document-ACL and Document-Template headers are the most likely headers to hit
the 32K limit.

In versions 2.6.2 and higher, this limit has been increased from 8K, greatly reducing
the likelihood of this error.
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Server responds with ’false’

This generally means that the GTS appliance does not have sufficient space to
process and index ingested files. You can confirm this with the Status command,
defined on page 6. You or your administrator should free up more space on the
appliance, either by deleting ingested files or by removing data from the appliance.

For more information about fixing this error, please see the Troubleshooting section
of the MetaCarta GTS Administrator’s Guide.

Server responds with error code 403

This error code means that the document has been rejected but you are free to
send more documents. One possible cause is that the appliance administrator has
enabled virus detection on the appliance, and the file sent had a virus in it. The
file should not be resent unless it has been changed and you believe there is no
longer a virus in it.

Alternately, this error could be because the administrator of your appliance has
set a maximum limit on the size of files that can be ingested. You can determine
this limit with the Status command, defined on page 6. This may be done to pre-
serve network bandwidth, especially when using the Share Crawler. If you need
to change this limit, you or your administrator should contact MetaCarta support at
〈support@metacarta.com 〉.

Encoding errors for ACLs and Templates

If the XML document for either ACLs or templates is incorrectly base64 encoded,
or has invalid XML encoding, you will get this error. Common causes include for-
getting to base64 encode the XML.

XML Errors for ACLs and Templates

The Ingestion API will validate the ACL and template XML documents. Any non-
encoding XML format errors will contain the line and column of the error position in
the response. You will then need to fix your XML and try reingesting the document.

c©2007 MetaCarta, Inc. All Rights Reserved. Confidential and Proprietary. Page 15 of 15


	Overview
	Concepts
	Ingestion
	Document Identification and Re-Ingestion
	Document Size
	Appliance Capacity
	Metadata
	Collection Name Metadata
	Deletion
	Document Templates
	Access Control Lists (ACLs)
	Base64 encoding
	HTTP
	Streaming
	Simultaneous Transfer
	Authentication
	Authorization


	Interface Definition
	Status
	Request Header: MetaCarta-Verbose-Response

	Ingestion
	Request Header: Document-URI (required)
	Request Header: Content-Length (required)
	Request Header: Document-Metadata (optional) 
	Request Header: Document-ACL (optional)
	Request Header: Document-Template (optional)
	Response

	Deletion
	Request Header: Document-URI (required)
	Response

	Collection Deletion
	Request Header: Collection-Name (required)
	Response


	Examples
	GTS Name and Authentication for All Examples
	curl
	Python
	Java
	C/C++
	C#/VB.NET (.NET)
	JavaScript
	Visual Basic

	Extracting the Examples Archive 
	Troubleshooting
	Server responds with ERROR '...header required but not present'
	Server responds with ERROR '...must be in the form name=value, not:...
	Server responds with 'Your browser sent a request that this server could not understand.' / 'Size of a request header field exceeds server limit.'
	Server responds with 'false'
	Server responds with error code 403
	Encoding errors for ACLs and Templates
	XML Errors for ACLs and Templates



